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Messages
 GDPR may be a way forward from a societal standpoint,
but it could hamper advances in digital health.
 If you exercise your right to privacy, you may reduce your
own health (as well as the health of others).
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GDPR introduces improvements
•
•
•
•
•

Clear language
Consent from the user
More transparency
Stronger rights
Stronger enforcement

GDPR (excerpts from factsheet)
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GDPR (excerpts from factsheet) (2)

GDPR (excerpts from factsheet) (3)

3

Beware the downside of GDPR
 A couple of potential issues:
1. The GDPR may frighten organizations into being very
careful about what data they collect and share. Will they
be too conservative? Will it lead to less innovation?
2. GDPR gives individuals with the ‘right to be forgotten’.
 If many individuals exercise this right, this can reduce our
ability to obtain valid and precise estimates of the
effectiveness and cost-effectiveness of many different
types of healthcare interventions.

Can delays in new knowledge arise
because of the “accountability
principle”?
1. Because of the “accountability principle”, some
organizations may be very conservative and not
quick to share data with other parties.
 At the very least, researchers may need more time to
acquire data and this will lead to delays in important
discoveries.
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The “right to be forgotten” may mean
smaller datasets and reduced power
 The right to request erasure of personal data (“the right to be
forgotten”) (Article 17) could lead to databases with fewer
individuals.
 This may not lead to problems when researching the causes
and treatment of common diseases, but it could lead to
problems with researching uncommon subtypes or diseases.
 A database with fewer individuals will mean a reduced ability to:
• Identify causes of disease
• Estimate the effectiveness of a treatment
• Estimate the prognostic/predictive value of biomarkers
• Etc.

The “right to be forgotten” may also
lead to biased results
 If the persons who request erasure of personal data
are different from others in “important” ways, this will
result in biased results and conclusions.
 That is, these people may differ in:
• their disease risk
• the safety or effectiveness of a treatment
• the prognostic/predictive value of a biomarker
• etc
 Therefore, results based on these people will not
generalizable to all people!
 Statistical adjustment may not correct this problem
sufficiently.
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What’s the willingness to share (U.S.)?

Source: https://www.healthpopuli.com/2018/09/27/sicker-consumersare-more-willing-to-share-tracked-health-data/

Factors that can reduce the value of
digital health (aka some doom & gloom)
1. LACK OF TRUST in the organisations that can improve
our health (directly or indirectly)
• Trust decreases if organisations make poor decisions
 Example: DeepMind and Royal Free
2. TOO LITTLE FOCUS ON THE FUTURE
• Many of us live in the present.
 Example: Many young and healthy people don’t register
to donate their organs.
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Factors that can reduce the value of
digital health (aka some doom & gloom)
3. LACK OF INSIGHT ABOUT TECHNOLOGIES
• Many people do not understand digital health
technologies and their repercussions!
• Even the well-educated have this problem
Proof: Who can explain block chain technology in
layman’s terms?

World, we have a problem!
If many people exercise their right to be forgotten, this
can drastically limit the value of digital health!

Can we find similar situations in
healthcare?
 If we conclude that policies like GDPR may severely
affect healthcare research and healthcare, how can
we convince people that it is better for them (and
others) not to be forgotten?
 Can we learn from the experiences in other areas of
healthcare?
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Example 1: Organ donation
 Some people choose not to register to donate their
organs after they die; plus family members refuse it
 This reduces the number of available organs, which
increases waiting time for an organ
 Result: poorer health and/or an earlier death
 Question: what can be done?
 Policy options include:
1) Require everyone to donate their organs
2) Give donor refusers a lower priority for organs
3) Do not give donor refusers any organ
4) Provide incentives
5) Provide better health education
 CAN THESE OPTIONS BE USED IN DIGITAL HEALTH?

Example 2: Vaccinations (e.g. MMR/MR)
 Some people refuse to have their child vaccinated.
 Consequence: Their children’s MR risk will increase
- This will also reduce overall coverage, thereby reducing
herd immunity and increasing the risk of disease in other
children.
 Question: what can be done?

 Policy options:
1) Mandatory vaccination
2) Incentives/disincentives for
vaccinations (e.g., ineligibility
for other benefits)
3) Better health education
 Options for digital health?
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Messages
 Digital health will be the new norm.
 HOWEVER, GDPR may be a way forward from a societal
standpoint but it could hamper advances in (digital) health.
 If you exercise your right to privacy, you may reduce your
own future health (as well as the health of others).
 We will need ways to encourage people not to be forgotten.
1. Organisations need to gain the trust of others.
2. We need to apply incentives/disincentives to discourage
people from opting out (ethically)
3. People need to learn more about the opportunities and
dangers of digital health.

9

