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INTRODUCTION Figure 1. From Successful GenAl Proof-of-Concepts (POCs) to Trusted Enterprise Deployment
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METHODS
A regulatory-aligned framework was developed to outline principles for the secure, compliant, and Figure 2. Five Pillars of Secure Validation Pipeline for Enterprise HEOR LLM Deployment Figure 3. Risk Profile of HEOR LLM Deployment Without vs With the Proposed Five-Pillar Framework
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All LLM requests were processed sequentially through these 5 control layers to generate secure,

traceable, and audit-ready outputs, with verification performed at each checkpoint (Figure 2) « A successful GenAl proof-of-concept does not automatically translate into scalable enterprise deployment.

Together, these measures mitigate critical risks tied to data sovereignty, regulatory non-compliance + Production-grade HEOR applications require secure IT grade infrastructure, governance frameworks, regulatory compliance, access controls, and Al-

and Al-specific attack surfaces across the HEOR LLM lifecycle (Figure 3) specific risk mitigation to ensure safe, trusted, and scalable end-user adoption

CONCLUSIONS

** Compliant infrastructure, strong access controls, and Al-specific safeguards together enable secure and responsible LLM adoption in HEOR, going beyond model performance considerations

** The five-pillar framework provides actionable, regulatory-aligned guidance for safe and scalable operationalization of LLMs within HEOR environments and is aligned with ISPOR Working Group recommendations on Al security and privacy
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